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1 {EHFIE

1 {E FARTHAIEE

1.1 #iR

Anti-DDoSTREiE RS ( LATE#RANt-DDOS ) JIAMIPIRHINZEICERIDDoSKH
BAIFFNILRSERT 25840 . [BAY, Anti-DDoSEILURFRF AR, HiREF
BIREEIT

Anti-DDoSiBII XS BEXRi73 [ 2RI PRI S5 it E i TSERT iilll, MRS RIS FEDDoSIY
TinE. AAINESWSHRRT, RIEAFRERIMGIPRE, BEERIRE.
[ERY, Anti-DDoSHHRFERITIEIRE, BMRRMESRENZ 2RI,

BRI AMER AR AR APIRTAnti-DDoSHHTIRRIRME, WN&EE. EFAnti-DDoSHRSS
F, XIFHNSEMRIEES NAPIES

FiAFANti-DDoS APIZHI, 1BIRRESRE 7S 7 #EANnti-DDoSHEXIEE, 1¥HEE152
W { Anti-DDoSREE RS ) 19 “FmNE” &ED.

1.2 E A

Anti-DDoSIE#t TREST ( Representational State Transfer ) XIF8API, SZiF&iET
HTTPSIERIER, BAR7EES WITREAPI,

1.3 Bigpea

KigT = (Endpoint ) BlERAPIEgERibIE, FAERSAEXIENERIETRARE, &
A LAMBXF IR f P EIEFRERSHRIET = o

1.4 295 5R

FARIZIRIRHIES WEIRAPIRDREA .

1.5 EXRHELE

e [Xig (Region)
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MR EFNMERTIEAE XD, B— 1 RegionJHEZ M IHE . RIFE. IR
=iE. VPCRIZE . B AMIP, BIEEATIRSS . Region iEFIRegionf LR
Region, BFIRegioniEEME AR ERAZ=IRSSAIRegion; E/ERegionfER
FEEE—RI S R atF e PR SRS A9E FRegion,

e TJAHKX (AZ, Availability Zone)

—PAZR— MRS MIREIRPONES, BTAIXIOKE, AZRiZiE LIS
HE. WM. FRSERRYDEES 1 ER . — 1 RegionPHIZSPAZEIET SIEFE
H18iE, LIBERFPEBEAZIESIRMRANTEK.

e InH
KIFEOAMN—PINE, XTIMEHRRARE, AXEEMEXEENER (it
BRIR. FEZFEINERE) , UECARB BTN, BRTLIAEE
IKSHPIZXISRIPTERIR. INREHEHITEIBMAMRES], STLEXIEE
INWIBHEIEFIME, AEFIRERCIZRR, ARLUFIENBAHEITE
X, EEAFNXERTEFRBETRIR, FESEIRAREZSIEIIREEE.

1-1 B R

HEA LiEB
HEA1 THEA2 WEB1 1MEB.2
kA iR
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API oS

BIg{ERANti-DDoSIZMAYED, el EAIFERIANti-DDoSHIFREINEE

S izl

Anti-DDoS API#E | Anti-DDoS#[, S1EEiE. EFAnti-DDoSERSZEEO .,
IS REAPIEE £ZIZREAPIEL, GEEREEEEEEEO.

i
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3 WN{a)iE A API

3 SNMaliE AR API

3.1 HiEIEK

153K URI

AN BUTFIEREST APIFIIER, FLUERIAMIRSSHIZREYFIF Tokeni BBEN{aliE
FBAPI, iZAPIZREXEFToken, Token®JLAFBBFEBEMAPIRTER

15KURIBEN &P 4B5% o
{URI-scheme} :// {Endpoint} / {resource-path} ? {query-string}

REBERURIEEEBFREELT, EASHESHIERBERENBREEPRIRE
BE, FrLAFEILSRIRE

e URI-scheme:
FTRRATERIERADY, SBITEAPIIRAHTTPSIHNY

e Endpoint:
1BERFRESTIRSS In=AIARSS ZH B KIP, FRIRS AR XIEHAENdpointR[E,
EeT LAMME X420 15 R3REN
FIENIAMARSZTE “my-kualalumpur-1” XigAYEndpointl “iam.my-
kualalumpur-1.alphaedge.tmone.com.my” ,

e resource-path:
RIRRE, tHEIAPILIEE . MEFAPIRJURIKELRIREY, a0 “IRENEF
Token” APIf9resource-pathg “/v3/auth/tokens” .
e query-string:
HiGSH, 2AEIHD, HARENTAPIEIEEESH ., BsEHEET—1
27, ERXh “SHZ-SHEE" , HIW0 “limit=10" , FREEFBI105K
=,
FIINRFEEIRENAMTE “my-kualalumpur-17 XigA9Token, MFEFER “my-
kualalumpur-1”7 XigtH9Endpoint ( iam.my-
kualalumpur-1.alphaedge.tmone.com.my ) , FEZKEVEF TokenAJURIERS #E!
resource-path ( /v3/auth/tokens ) , HHERFRIN AT

https://iam.my-kualalumpur-1.alphaedge.tmone.com.my/v3/auth/tokens
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3-1 URI REE]

| httpsd/fiam.my-kualalumpur-1. alphaedge tmone com.myl/3/auth/token

| | |

URI-scheme Endpoint resource-path

(MR

HNEEHE, EENEMRAPINURIERS, RégHresource-pathEfsy, FIEBERGEEE—IC.
XZEIURI-scheme&B2HTTPS, E—NRFBAYENdpointfER— X tB4EE, FrLAELSRER
BIXFE D SRS

BXRGE
HTTPIER A% (BFRDRIESENE ) , EERIRSIREEBERTAKIAURE,
e GET: BKRIRSESIREIEERIE
e PUT: BEKIRBEEEFIEERIE,
e POST: BEKRIRSZFFNIGE RSN TITIHRIRIE
e DELETE: EKIRS=EMREERE, MRFRTRE.
o HEAD: &KIRSZHHRIFELER
e PATCH: BXRIRZBEFHEZENTPAS . AREAFERIAHRE, PATCHAIEES
ECIE—NEHIERIE
TEIREN A F TokenfYURIERSY , IERILABRIEBERAER “POST” , MEBERA:

POST https://iam.my-kualalumpur-1.alphaedge.tmone.com.my/v3/auth/tokens

BXRIEESL

BIIMERLFER, dIEERIURIFIHTTPSRFAERIVFER . HIANE NGB EMRERIRYIE

kL “Content-Type” , IBRENEESE.,

MR AHEELEEZRINENSERS

e Content-Type: BHEMAAIZEE (KX ) , ik, BABUESN “application/
json” , BEMEVERSERMREOFE| KA,

e X-Auth-Token: FAFToken, A%, X{EMTokenHIINUERT, WIBERIZE
E% . FAFPTokenttzi 2 AIKENAF TokeniZOMIWA(E, ZIEOEH—FEEIA
WEAYEO .

(ALY
APIEIRISZHFERAK/SKINIE, AK/SKINIER{FERSDKITER#ITER, ER3ES8mF
KRR IIAuthorization ( BZINEEE ) F0X-Sdk-Date (iERAIXHIATE ) B3Rk,
AK/SKIAERSIEARIR RIS S WAK/SKIAILE .

X FIRENFAF Tokeniz O, HFAFZTEINIE, FRLARRID “Content-Type” BIAT, i
BB SRS RN TR

POST https://iam.my-kualalumpur-1.alphaedge.tmone.com.my/v3/auth/tokens
Content-Type: application/json
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IEXRHBIE

IEREBMEREUSHUEIUAL, SiERERLF R Content-typeXIiz, (EEFRIFR
HELZIMIRE . BERBEEARFSEIFP, WRFFURAUTF-84D .

BMEONBRERRARBTTE, EHTES M EOMBFEEFTRERE (HEHHE
SRR ) , GET. DELETERERERZENMAFTERRS, HRAEFATFER
EEAZEOME.

STFIREN AR TokeniZz, el ANEORERE D EEIFFEERSEH N SEIN
BE, SHEEMIINGHERIN TR, IHENRAFRESRIELIMEES, Hob
usernameIAFE, domainname/SFAFFERIKSEIR, = HERERE
13, x000000000000XXXXIprojectiIZFR, EEJ AN X FILRin T =IRE

(MR

scopeSEE N T TokenAWWERLS, THEREIFIRENHIToken{XEEHiElproject FAYRIR . fE4A AT
LUZ B TokenEBIEAEANMKS FEAIERIREIKSHIE N project FHIER, FMAENX 152 WIREL
FARToken,

POST https://iam.my-kualalumpur-1.alphaedge.tmone.com.my/v3/auth/tokens
Content-Type: application/json

{
"auth": {
"identity": {
"methods": [
"password"
]

,
"password": {
"user": {
"name": "username",
”password" " *******aﬂll
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project": {
"name": " XXXXXXXXXXXXXXXXXX'
}
}
}
}

FXBEHIEXMEREEZEPASTHESZTTLT, ETLUERCurl. Postmanm{EiZdR
BEREBESNALLEKRFAHAPI, XIFIRENAFTokeniE O, IREIAMINEESLH “x-
subject-token” FHEEEIKEWHIFAFToken, BT TokenZfg, EFinlLA{ERATokeniA
IEEREAMRAPI,

3.2 TAUMEESIN

FEREOBNMTRAMINESR, EeTLUERER—FME TIAESE

e Tokeni\iE: &EidTokeniMEEHIBK.

o AK/SKIAIE: @IFAK (Access Key ID ) /SK ( Secret Access Key ) TIZZRAIER
HEEFERAK/SKINE, HZEMHETokenNIEES -
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Token IAIE
(AL
TokenB9EMERF24/\T, EBE[FHE— N Token ST, TTLALEFCSE, BE=ER,

TokenfEH BHLRZHHAERSHE (R8T ) IR, BBTokenRIBEEMUR.
TokeniAiIEf)tx%EiE%APlE]’\JEiﬂ%ﬂ%’ﬁoken?J[IEUi%ﬁ?iiﬁ%lék, MBI SHDIAIE, %15
EREAPIBIIR o

Tokena] B2 A FIZRENAF TokeniZ 3KEY, AAARIRSZAPIFZZEprojectZRAIHY
Token, BNERZKEXFEF TokeniZORY, iE3kbodyArauth.scopeRIEVEEZEEXFE
project, N A7

{
"auth": {
"identity": {
"methods": [
"password"
1
"password": {
"user": {
"name": "username",
"password'"; " #EEEEER
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project": {
"name": " xxxxxxxx"
}
}
}
}
skEXTokenfs, BARAEMEEZON, BFEEMERBEELPFIRM “X-Auth-Token”
H{&BNIToken, fBlaNToken{E “ABCDEF)....” , MLABEORIE “X-Auth-Token:

ABCDEF)...” INEIERIEELBIE, dTFFRo
POST https://iam.my-kualalumpur-1.alphaedge.tmone.com.my/v3/auth/tokens

Content-Type: application/json
X-Auth-Token: ABCDEFI....

AK/SK IAIE
(MERIY:
AK/SKEZI A IS HEAAN 2MBLAR, 12MBLAEH9iE RIS E A Tokeni i
AK/SKINEFL 2 ERAK/SKITERBITER, HEKITEEZEERIZIERL, M
BITBDIAIILE.
e AK(Access Key ID): iBIa)Z$AID . SFABIHRIEAXBENE—IRRT; HiRZEH
IDFIFABIBIOZESE—E(ER, MERHITINESE

e SK(Secret Access Key): Sifa)Z$BIDESERMIEA, MERHTINEZEEE,
AFRRARIET, HEALEEREIES .

{ERAK/SKINIERT, EAJLIBTEZFAFERAK/SKHIEREITES, tBAILUERE]
RIZE R SDKIFBRIHITER . 1FHAIER T EFSDKERTTIEEZS WAPIEZER .
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A
HASDKRIZHZRINEE, SRSFRMAISDKAE, ERIHEES.

U EIES

T

NaRzER Sk

BREEUE, BRKEIRR, BEREH. MAERLFIERAE

INSHEE—HNDXEISAIEFARD, IREBRR T BERIDNAVRTE, TEAPRELH
SRS INREL

X TFIRENAE P TokenE 1, WMNRFARBIRENATAA “2017 , NFRTFBERKIL.

MRIEKEEL, MARFHEEESEL, W “Content-type” ,
XS FIRENAF Tokeni O, IR[EIUNE3-2FRAEEL, HA “x-subject-token” Ffi2
EEIRENIRFToken, BT TokenZ 5, EEiRILAERToken MIEEAE{BAPI,

=] 3-2 SXEVAEF Token MRz EEsk

connection — keep-3

content-type — application/json

date — Tue, 12 Feb 2019 06:52:13 GMT

server —

strict-transport-security — max-age=31536000; includeSubdomains
transfer-encoding — chunked

via — proxy A

x-content-type-options — nosniff

x-download-options —~ noopen

x-frame-options — SAMEORIGIN

x-iam-trace-id — 218d45ab-d674-4995-3f32-2d0255bad1b3

x-subject-token

x-xss-protection — 1; mode=block

MIRGERA (7% )

NaRH SR E R LSS TURE], ShR;ESE Sk Content-typeRIhy, {&iERRIMAL
HELZIMIRE

SIFIRENFAF TokendEk [, IREUNTHEER . ARIEEL, XBERETITSAS.

{

"token": {
"expires_at": "2019-02-13T06:52:13.855000Z",
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"methods": [
"password"
1
"catalog": [
{

"endpoints": [

"region_id": "xxxxxxxx",

SEOREALEN, SREESREBRIESREERE, ExWAAIBody A EzUaI TR
o

{

"error_msg": "The format of message is error",
"error_code": "AS.0001"
}

HrR, error_codeZXRiBIRIG, error_ msgRREIREIAEE .
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4 API

API

4.1 Anti-DDoS API [

4.1.1 &if Anti-DDoS ELEH 1% CE

IHEEN R
BRRFZRFAIANt-DDoSFHIFRIRACERITIEEE, AFRIEEEIIREFRESH
B SESHIBEIR R IH{TANti-DDoSRE Bk
URI
e URIE
GET /v1/{project_id}/antiddos/query_config_list
o SHIHMA
¥ ERWIK -] il
project_id = String BEFRIID
EXIHE
BRSH
%
NALHS
o EXIRMA
28 ALk | KB i5EA
traffic_limited_list = FREIREES mEMRHITIER

2020-09-30
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e 2Rk | KB il
YR EREN HTTPRREIZIZR
HREIELE EEIREPREIT 2

http_limited_list

fD | A

connection_limited_Li
st

o traffic_limited_list=REREUIELEIII5AR

e Rk ESic] %88

traffic_pos_id = Integer | iRETEID
traffic_per_second = Integer | BRVIARE (Mbit/s ) E{E
packet_per_second 2 Integer | BMRIZE (1/s) BE

e http_limited_list=rER &R AR
2 =EWI% St 1588

http_request_pos_id | 2 Integer | HTTPiERE o ERID
http_packet_per_seco | 2 Integer | BRPHTTPIEREL (1N/s)
nd SHE

e connection_limited_list=FERE0ELE 15

¥ Py p i 2EE | 5EH
cleaning_access_pos_i | 2 Intege | i&EBSIGIEIREISERID
d r

new_connection_limit | & Intege | BB—RIPFRIEIEZ N
ed r

total_connection_limit | 2 Intege | B—IRIPIEZEE SN
ed r

ANl

o IFKHI
GET /v1/67641fe6886f43fcb78edbbf0ad0b99f/antiddos/query_config_list

LI )V =271
{

"traffic_limited_list": [
{
"traffic_pos_id": 1,
"traffic_per_second": 10,
"packet_per_second": 2000

b

{
"traffic_pos_id": 2,
"traffic_per_second": 30,

2020-09-30 11
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"packet_per_second": 6000
h
{
"traffic_pos_id": 3,
"traffic_per_second": 50,
"packet_per_second": 10000
h
{
"traffic_pos_id": 4,
"traffic_per_second": 70,
"packet_per_second": 15000

’

"traffic_pos_id": 5,
"traffic_per_second": 100,
"packet_per_second": 20000
h
{
"traffic_pos_id": 6,
"traffic_per_second": 150,
"packet_per_second": 25000
h
{
"traffic_pos_id": 7,
"traffic_per_second": 200,
"packet_per_second": 35000

’

"traffic_pos_id": 8,
"traffic_per_second": 250,
"packet_per_second": 50000
h
{
"traffic_pos_id": 9,
"traffic_per_second": 300,
"packet_per_second": 70000
}
1
"http_limited_Llist": [

"http_request_pos_id": 1,
"http_packet_per_second": 100
I
{
"http_request_pos_id": 2,
"http_packet_per_second": 150
I
{
"http_request_pos_id": 3,
"http_packet_per_second": 240

’

"http_request_pos_id": 4,
"http_packet_per_second": 350
I
{
"http_request_pos_id": 5,
"http_packet_per_second": 480
I
{
"http_request_pos_id": 6,
"http_packet_per_second": 550

’

"http_request_pos_id": 7,
"http_packet_per_second": 700
I
{
"http_request_pos_id": 8,

2020-09-30 12
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"http_packet_per_second": 850
h
{
"http_request_pos_id": 9,
"http_packet_per_second": 1000
"http_request_pos_id": 10,
"http_packet_per_second": 1500
h
{
"http_request_pos_id": 11,
"http_packet_per_second": 2000
h
{
"http_request_pos_id": 12,
"http_packet_per_second": 3000
"http_request_pos_id": 13,
"http_packet_per_second": 5000
h
{
"http_request_pos_id": 14,
"http_packet_per_second": 10000
h
{
"http_request_pos_id": 15,
"http_packet_per_second": 20000
1
"connection_limited_list": [
{
"cleaning_access_pos_id": 1,
"new_connection_limited": 10,
"total_connection_limited": 30
h
{
"cleaning_access_pos_id": 2,
"new_connection_limited": 20,
"total_connection_limited": 100
I
{
"cleaning_access_pos_id": 3,
"new_connection_limited": 30,
"total_connection_limited": 200
I
{
"cleaning_access_pos_id": 4,
"new_connection_limited": 40,
"total_connection_limited": 250
I
{
"cleaning_access_pos_id": 5,
"new_connection_limited": 50,
"total_connection_limited": 300
I
{
"cleaning_access_pos_id": 6,
"new_connection_limited": 60,
"total_connection_limited": 500
I
{
"cleaning_access_pos_id": 7,
"new_connection_limited": 70,
"total_connection_limited": 600
I
{
"cleaning_access_pos_id": 8,
2020-09-30 13
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"new_connection_limited": 80,
"total_connection_limited": 700
}
1
"extend_ddos_config": [
{
"new_connection_limited": 80,
"total_connection_limited": 700,
"http_packet_per_second": 500000,
"traffic_per_second": 1000,
"packet_per_second": 200000,
"setID": 33

"new_connection_limited": 80,
"total_connection_limited": 700,
"http_packet_per_second": 500000,
"traffic_per_second": 2000,
"packet_per_second": 200000,
"setID": 34

"new_connection_limited": 80,
"total_connection_limited": 700,
"http_packet_per_second": 500000,
"traffic_per_second": 5000,
"packet_per_second": 400000,
"setID": 35

"new_connection_limited": 80,
"total_connection_limited": 700,
"http_packet_per_second": 0,
"traffic_per_second": 0,
"packet_per_second": 0,
"setID": 36
}
1
}

(RARIY:
“extend_ddos_config” FERERAFPIRIELIRERIZERIANt-DDoSBHIFRIEER
R[EE
BESEREB.

4.1.2 7B Anti-DDoS RS

ThEEN4R
FAFPFFiEANnti-DDoSRERIEMIF . FARLED, EAMKI, REIRBIRS T RIL
A THEEK, FEEAANFERIESERRATSIHZESIIITREG, BIfS
SEBEHAnti-DDoSIESS

URI

o URIKEZ
POST /v1/{project_id}/antiddos/{floating_ip_id}
o SHUHMA
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APl &% 4 API
2% ERWIE =it izl
project_id = String FHPFPAIID
floating_ip_id | 2 String FBFEIPRIRIAYID
IBKRHR
R 4-1i5ksY
e BEWYIE St 4B
enable_L7 & Boolean | R&HBL7EF
traffic_pos_id = Integer | RMENERID, BUEEE: 1~
9
http_request_pos_id = Integer HTTPIERE S ERID, BUBESE
El: 1~15
cleaning_access_pos_i | 2 Integer | iEEATIAEIRHISERID, BY
d BEEE: 1~8
app_type_id B Integer | R AEZEEYID, AIEEVE:
e 0
o 1
N AziH R
* 4-2 IS
B i) 5iEA
error_code String AEREEIRED
error_description | String REREIREIA
task_id String 531D, BEAMRIEZIDEERESIKE.
AFBRAEENIESHITT E, GNAEE, %
=&,
Nl

\E —

o BRI
POST /v1/67641fe6886f43fcb78edbbf0ad0b99f/antiddos/1df977c2-fdc6-4483-bc c-
ba46829f57b8

"enable_L7":true,
"traffic_pos_id":1,
"http_request_pos_id":1,

2020-09-30 15
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"cleaning_access_pos_id":1,
"app_type_id":1

o ARIRA

"error_code": "10000000",
"error_description": "Task has been received and is being processed.",
"task_id": "94e17e18-5b2c-40c6-a218-8ec5134e32a5"

}
REHE
BEEREE,
4.1.3 %7 Anti-DDoS E5%
INREN4B
P XiFAnti-DDoSiREE%IF . (EARLEO, AR, REHBRS TR
BT RAMBIPIEKR, B ERERINEEE TEQEL’EU};:EIE@%EQE’JW-}%?&, =}
K52EBHANti-DDoS(ES
URI

o URIKRT
DELETE /v1/{project_id}/antiddos/{floating_ip_id}
o  SHHHA

2% P Ay i) k)2
project_id = String FHFPRID
floating_ip_id | 2 String FBFEIPRIRIAYID

1% X %l%\

7
IWRGEHER
x 4-3 DS
2R it} 15488
error_code String AEREEIRED
error_description | String AR EBEIRIEIA
task_id String {£5351D, BREEARIEZIDEEAESIKRE.
ﬁ?ﬁﬁ?ﬂlﬁ;&ﬂ’\]&nﬁlﬂf B, BNAHEE, &R
Ho
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aR ]l
o IEREM

DELETE /v1/67641fe6886f43fcb78edbbf0ad0b99f/antiddos/1df977c2-fdc6-4483-bc1c-
ba46829f57b8

o IR
{
"error_code": "10000000",

"task_id": "d90dc577-abd2-4be0-b2cf-cb8f5f67ddb0"

}
R[EE
BSEIREB.
4.1.4 &if] Anti-DDoS RS
INeEN4A
EGECERIANtI-DDOSEHIFZRRE , FAF AT LAEIGHEREEIPAYANtI-DDOSEHHFERRE o
URI
e URIBR
GET /v1/{project_id}/antiddos/{floating_ip_id}
o  S¥UHEA
8% BRWIE i Izt
project_id = String EFRIID
floating_ip_id | 2 String FEFEIPRSRZAYID
BRHEE
BRESH
7
HIAE]S]
* 4-4 IS
2% =%k i) 5iAH
enable L7 =2 Boolean | EGFHEBEL7ERIF
traffic_pos_id = Integer RENEID, BYETEE ~98
B{E99
http_request_pos_id = Integer HTTPIERE S ERID, BUESE
El: 1~15
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APl &% 4 API
2H BRWIE 28 pizkilz
cleaning_access_pos_id | 2 Integer iBeATinaRHEIoERID, BE

SBE: 1~ 88 EVE99
app_type_id 2 Integer | NZFEZEEYID, BIEEYE:
e 0
o 1
Pl
o IERTHI
GET /v1/67641fe6886f43fcb78edbbf0ad0b99f/antiddos/1df977c2-fdc6-4483-bc1c-
ba46829f57b8
o IR
{
"enable_L7": true,
"traffic_pos_id": 1,
"http_request_pos_id": 1,
"cleaning_access_pos_id": 1,
"app_type_id": 1
}
R[EE
BSEREB.

4.1.5 E§f Anti-DDoS 5%

ThREN A

URI

EHTIEEEIPAYANtI-DDOSFHIFERIRECE . IEARTN, RRiRIAIRS T ~IE T K&
HEEIBR, RIERGRIIFEETESEIZOTEZESIIHRITIRES, BKiES

E2iHANti-DDoS{ES .

e URIKE=

PUT /v1/{project_id}/antiddos/{floating_ip_id}

o SN

e =A% it 5iEA
project_id = String FFRIID
floating_ip_id = String FEFEIPIIRZAYID

2020-09-30
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B3R
xR 4-5 15Kk

8% ERWIE i) 1548
enable_L7 & Boolean | 2BHBL7ERF
traffic_pos_id 2 Integer | MEDERID, BEEE: 1~
9EKEE99
http_request_pos_id = Integer HTTPIESRE D ERID, BUESE
El: 1~15
cleaning_access_pos_i | &2 Integer | i&EATIAIAREISERID, BY
d {E5BE: 1~ 88KEYE99
app_type_id & Integer | RZFESEEID, AEEYUE:
e 0
o 1
IAGEE
& 4-6 IR SH
B ESit) 5iBH
error_code String REREEIRAD
error_description | String REREEIRIEIA
task_id String {E551D, RERRIRIEX DERAMES K.
AFBRAEEMNESHITT E, GNAFE, &R
[=vs]
EHo

ANl

o IERTHI
PUT /v1/67641fe6886f43fcb78edbbf0ad0b99f/antiddos/ee0c854e-082f-499e-
b7d8-1b42c22781af
{
"enable_L7":false,
"traffic_pos_id":2,
"http_request_pos_id":1,
"cleaning_access_pos_id":1,
"app_type_id":1
}

o [IRN7RA
{

"error_code": "10000000",
"error_description": "Task has been received and is being processed.",
"task_id": "4a4fefe7-34a1-40e2-a87c-16932af3ac4a"

}
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APl &%

4 API

U

BEEREE,
4.1.6 &1 Anti-DDoS (£

ThEE TR
FF&EiafEERANt-DDoSFHIFECEESS, BEMESIRHITAVAE.
URI
e URIKEZ
GET /v1/{project_id}/query_task_status
AR
BILAZEURIEEMA “?7 1 “&7 HINFENERARHES, BSEEREM,
o SRR
2 EERwWIE E-Sid] 1588
project_id = String FHPFPAIID
BEXRIER
x4-7BERSH
2% AWk E St 15488
task_id 2 String {E531D (EFREEE ) BIFRTER
N RziE R
o EEHIHHA
B St Lz
task_status String EFSRE, BLAT LR
e success
o failed
e waiting
e running
e preprocess
e ready
task_msg String ESHIMINER
2020-09-30 20
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Al
o EKRRMI
GET /v1/67641fe6886f43fcb78edbbf0ad0b99f/query_task_status?
task_id=4a4fefe7-34a1-40e2-a87c-16932af3acda
o ARl
{
"task_status": "running",
"task_msg": "'
}
R[EE
BESERESE.

4.1.7 &if) EIP BHiPIRASIE

ab
THEEN R

URI

ERHEE

EEAFATEEIPAYANt-DDoSFHEIFIRER, FFRIEIPTIEREHERIoiRSE, #T

ALUHITER,
e URIFE=

GET /v1/{project_id}/antiddos

(1 588

BILAZEURIFEA “?7 #1 “&7 SINTENERSRHES, BSEBEREM,

o SHIHMA

25 BRIt St 15488
project_id = String FFBIID
x4-8i5ksH
2 BRI i 5488
status i String oJi%SeE:

e normal: F¥RIEE

e configging: FREEH

e notConfig: ®RFKIRE

e packetcleaning: FERiE%
e packetdropping: FREiRE

REt S EOARRBSIZE, Lineutron
ERRINIRE .

2020-09-30
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2H BRWIE 28 pizkilz
limit B Integer REIZERNHRS, BUESTEE:
1~100
offset 5 Integer mEE, BUESEE: 0~2147483647
ip &H String IPHbBIE, S73%IPvARSTURNIPVEIST A
AN, XFEHEE. Flan “?
ip=192.168" , &IR[E]192.168.111.1
#110.192.168.8FT¥I R AYEIPRAHFIR
o
IAGEE
o EZHiHA
2R il L)z
total Integer St IP %Y
ddosStatus FREURE yatim IS
e ddosStatus=FEREURLEFDILAE
8% EEWIE E =it pizkilz
floating_ip_addre | @ String EENIPHELE
ss
floating_ip_id =2 String EIPEYID
network_type = String EIPFR/ESEEL, nli%oHE:
o EIP: RYBEFIECSAIEIPEST
EZIECSHIEIP
e ELB: 4FEZIELBRYEIP
status = String | BBIPIRES, ANEEE:
e normal: FRIEE
e configging: FRIZEH
e notConfig: RRKIZE
e packetcleaning: FRi&i%
e packetdropping: FRZEiE
il
BRI

GET /v1/67641fe6886f43fcb78edbbf0ad0b99f/antiddos?status=packetdropping

2020-09-30
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o MY
{
"total": 5,
"ddosStatus": [
{
"floating_ip_id": "1867f954-fc11-4202-8247-6af2144867ea",
"floating_ip_address": "192.168.42.221",
"network_type": "EIP",
"status": "notConfig"
b
{
"floating_ip_id": "49c6af49-9ace-42e6-ab89-1eee1f4ac821",
"floating_ip_address": "192.168.35.152",
"network_type": "EIP",
"status": "normal"
b
{
"floating_ip_id": "7a8dc957-083b-499d-b7cf-6fa48f4880c5",
"floating_ip_address": "192.168.42.222",
"network_type": "EIP",
"status": "notConfig"
b
{
"floating_ip_id": "7c6676a0-b281-4163-9d0d-cb6485ae9860",
"floating_ip_address": "192.168.44.69",
"network_type": "EIP",
"status": "normal"
b
{
"floating_ip_id": "969¢1d48-6a92-4ef1-b66c-b17c7e7d7ce7",
"floating_ip_address": "192.168.47.192",
"network_type": "EIP",
"status": "notConfig"
}
]
}
R[EE
ESEREE,
\ (Y ] AL
4.1.8 EFHEE EIP B5IPIRTE
ab 73
ThEENR
EHIEEEIPAYANtI-DDOSFHIFIATS o
URI
o URIFEZL
GET /v1/{project_id}/antiddos/{floating_ip_id}/status
o SRR
e BRI - i) Uz
project_id = String FHPFRIID
floating_ip_id g String FBFEIPRIRZAYID
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=R =15
BRESH
x
I AziER
o EXINA
28 ERWIE E-Sid] 4R
status = String PRI, mlEeE:

e normal: FRIEE

e configging: FRIZEH

e notConfig: F‘RKIEE

e packetcleaning: FRiEik
e packetdropping: F®RZEE

il
o iEKTRHI
GET /v1/67641fe6886f43fch78edbbf0ad0b99f/antiddos/1df977c2-fdc6-4483-bc1c-
ba46829f57b8/status
o IR
{"status": "normal"}
R[EHE
BSEREB.
4.1.9 Eif#E5E EIP BHIFRE
IhEEN 4R
HEEEIPEE X224\ Z ARG IFREEE, MENEMRITER A5,
URI

e URIBR
GET /v1/{project_id}/antiddos/{floating_ip_id}/daily
o  SHHHA

¥ =Wk =it 1548
project_id = String FHPFPRIID
floating_ip_id = String FBFEIPRIRIAYID

2020-09-30
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4 API

IEXRHE

N Rz

ANl

EXiRA

SR SHER

Lz

data IR

20 NIF BT EEYE

data=r EREUREEHEIR A

2% BRIk

RE

il

period_start

Long integer

FriaEta)

bps_in

Integer

NiitE (bit/s)

Al | A0 | AD

bps_attack

Integer

WEme (bit/s)

i

total_bps

Integer

N~a—]}
IE\ Iﬁg

ali

pps_in

Integer

IN-3°8¢

ali

pps_attack

Integer

(s)
(

Ns)

ali

total_pps

Integer

I SER

ISEi8ES

R

GET /v1/67641fe6886f43fcb78edbbf0ad0b99f/antiddos/1df977c2-fdc6-4483-bc1c-

ba46829f57b8/daily
e Rz 73431

{"data": [
{
"period_start": 1472713370609,
"bps_in": 0,
"bps_attack": 0,
"total_bps": 0,
"pps_in": 0,
"pps_attack": 0O,
"total_pps": 0

{

"period_start": 1472713670609,
"bps_in": 0,

"bps_attack": 0,

"total_bps": 0,

"pps_in": 0,

2020-09-30
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"pps_attack": 0O,

"total_pps": 0
|
}
R[EE
BSERESB.
4.1.10 HiFSTE EIP BEFHH
IheeNn4A
BISEEEIPEE R 24/ ZANRESMHER, FESHEEEASEHNERESEM,
BIFERESD A .
URI
e URIKEZ
GET /v1/{project_id}/antiddos/{floating_ip_id}/logs
(11 #%ea
ALEVRIGEA “?”7 f1 “&” FIIRRNEESEEES, B2 EREM,
o  SHHHA
e =AWk | k8 izl
project_id = String FFRIID
floating_ip_id 2 String FEFEIPXIRIA9ID
15 I‘ﬁl%‘
*4-9 BRSH
8% =ApiE | K8 5i8H
limit & Integer REIZERNHRS, XS RG]
HEFKE, BETEE: 1~100,
SoffsetEc &fFH .
& “limit” 5 “offset” 94T
u REIFFBENIIZE
offset ES Integer wREE, “limit” EHEFEE
o
sort_dir & String ALEEE:
o desc: FAJEIER
e asc: FHIEHF
MBS “desc” ,
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4 API

N Rz

o EXIHHA
B SHE jizkilz
total Integer sEEIPE
logs HURLEN SEEHIIE
o logsFEREIELEIIRD
2H ERWI% E Sit) 2Lz
start_time = Long integer FroaEE]
end_time = Long integer £ oR A E]
status = Integer BAiFIRZS, BIESEE:
o 1: RINAESL
o 2: RRER
trigger_bps = Integer AR RE
trigger_pps 2 Integer LA RHRSGRER
trigger_http_pps | 2 Integer A RTHTTPIS KR
Al
o IFRIHI
GET /v1/67641fe6886f43fcb78edbbf0ad0b99f/antiddos/1df977c2-fdc6-4483-bc1c-
ba46829f57b8/logs
o AR
{
"total™: 1,
"logs": [
{
"start_time": 1473217200000,
"end_time": 1473242400000,
"status™: 1,
"trigger_bps": 51106,
"trigger_pps": 2600,
"trigger_http_pps": 3589
}
1
}
IR[EE
BESERESH.
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4.1.11 EEERGIPSITIE R
INREN B

EMAFETEANt-DDoSHIFEISEIT 1B, SiE—EARIDDoSI=ERERIBEIXE . LA
MR IR TRHIR GRS R EUE . R sTraniitaZeluEESR T
#HiEEE, BIX M HENEREEEREFEHEEN.

URI
e URIE
GET /v1/{project_id}/antiddos/weekly
AR
ALEURIGEA “?” 1 “&” RIIFARNEOREES, ESEEREG.
o  SHURHA
2 =AWk it 1528
project_id = String HFRIID
EREE
xR 4-1015Kk3¥
2% BEWIE £ 5iEA
period_start_dat | & String BEROFCIRETE
e
i Rz R
o EEHIHHA
B ESic) 1588
ddos_intercept_times | Integer —[EIIDDoSH=EL N EL
weekdata HiELE — RN TR E TR
top10 iR HWIEIRECHEZ 010891 Pt

o weekdata=FEREELE AR

¥ BEWYIE ESid) 154EH
ddos_intercept_times | & Integer DDoS#=#REL
ddos_blackhole_times | 2 Integer DDoSZERIXEL
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ANl

"ddos_intercept_times": 23,
"weekdata": [
{

"ddos_intercept_times": 0O,
"ddos_blackhole_times": 0,
"max_attack_bps": 0,
"max_attack_conns": 0,
"period_start_date": 1474214461651

"ddos_intercept_times": 0O,
"ddos_blackhole_times": 0,
"max_attack_bps": 0,
"max_attack_conns": 0,
"period_start_date": 1474300861651

"ddos_intercept_times": 0O,
"ddos_blackhole_times": 0,
"max_attack_bps": 0,
"max_attack_conns": 0,
"period_start_date": 1474387261651

"ddos_intercept_times": 0O,
"ddos_blackhole_times": 0,
"max_attack_bps": 0,
"max_attack_conns": 0,
"period_start_date": 1474473661651

"ddos_intercept_times": 0O,
"ddos_blackhole_times": 0,
"max_attack_bps": 0,
"max_attack_conns": 0,
"period_start_date": 1474560061651

4 API
2H BRWIE E i) izl
max_attack_bps = Integer BRAKUERE
max_attack_conns = Integer BRI THEEE
period_start_date 2 Long integer | FFARTIE]
top10FEREIRLEIIIH B
8H =Rk - Sid] 15i8H
floating_ip_addres | & String SEMEIPHBIE
s
times 2 Integer | DDoSI=ERLXREL, BIEEIEAN
NG
=Rl

GET /v1/67641fe6886f43fcb78edbbf0ad0b99f/antiddos/weekly?
period_start_date=1006510306

i Sz 73~451)
{
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"ddos_intercept_times": 2,
"ddos_blackhole_times": 0,
"max_attack_bps": 16375,
"max_attack_conns": 0,
"period_start_date": 1474646461651

"ddos_intercept_times": 1,
"ddos_blackhole_times": 0,
"max_attack_bps": 0,
"max_attack_conns": 0,
"period_start_date": 1474732861651

}
1,
"top10": [
{
"floating_ip_address": "192.168.44.69",
"times": 23
}
1
}
,
IR[EE
BEEREB.

4.2 FEIZEE APl 0

4.2.1 EHEEREEE

THREN A
EEAFEEES, ARPTUBTIHEOESSSENEXSE, EINTLURER
MiEEEEEFIMHE S ERER .
URI
e URIEL
GET /v2/{project_id}/warnalert/alertconfig/query
o  SHURHA
¥ ERwWIE St il
project_id = String HFRIID
ERHE
ERSH
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IAGEE
o EXHEA
e BEWIE i) 1588
warn_config = F|REURELEH SEZREER
topic_urn 2 String EERHARNIHE—R
iR
display_name 2 String EERAmA
e warn_configFER &R M5 AR
2% =EWIE i) iRA
antiDDoS = Boolea | DDoSHKITH
n
bruce_force & Boolea | B (RHEEF, FIP,
n DB)
remote_login | & Boolea | BittERIZEE
n
weak_passwor | & Boolea |35M0< (&%, #iEE)
d n
high_privilege | & Boolea | HUEEHENIRIIS
n
back_doors a5 Boolea | MTFI]
n
waf = Boolea | {REE=FER
n
B
o IEKRRAI
GET /v2/67641fe6886f43fcb78edbbf0ad0b99f/warnalert/alertconfig/query
o IRzl
{
"warn_config":  {
"antiDDoS": true,
"bruce_force": false,
"remote_login": false,
"weak_password": false,
"high_privilege": false,
"back_doors": false,
"waf": false
I
"topic_urn": "urn:smn:aaa:67641fe6886f43fcb78edbbf0ad0b99f:test_soft",
"display_name": "group_1"
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AR
FIPR—MAZ LMY, ATRIELIEERIZSME, BIERSFTPRILEFTP,

IREHE
EEEREE.
ThEEN 4R
EHAPEEER, AFULIBEIHEOEHEEENEEEE, BNLIEERF
NI EE 2 E FHMHEEERER
URI
e URIKE=
POST /v2/{project_id}/warnalert/alertconfig/update
o SHIHEA
2% BEWI% i) 5iEA
project_id = String BFRIID,
15 I‘ﬁl%‘
o EEIHEA
2 BRWIE i) 15488
warn_config 2 FIREIELEN EEREER,
topic_urn = String ERHARIE—IR
1’/\ o
display_name = String EEEHARA,

e warn_config=rEREIELEIR B

2% R WIE - i izt

antiDDoS = Boolea | DDoSI{EH:
n

bruce_force & Boolea | EHME ( RHEESR, FTP,
n DB)

remote_login | & Boolea | FMWEFIZEE
n

weak_passwor | & Boolea |3530O0< (&%, ¥IEE)

d n
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2 BRI E-Sid) 15388
high_privilege | & Boolea | #EEHESURIZS
n
back_doors B Boolea | M1’
n
waf S Boolea | {REB=FER
n
AR
FIPR—FIARZERIMNY, ATRIELEERIIZEM, EERSFTPRAEFTP,
=~
IERGR Yl
{
"warn_config":  {
"antiDDoS": true,
"bruce_force": false,
"remote_login": false,
"weak_password": false,
"high_privilege": false,
"back_doors": false,
"waf": false
by
"topic_urn": "urn:smn:aaa:67641fe6886f43fcb78edbbf0ad0b99f:test_soft",
"display_name": "group_1"
IREHE
BESEREHE
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A Bg=R

A1 RS

IE%
IR[EHE 15888
200 IERNZAYS
=
WSS | 4weS 15388
400 Bad Request RS EEREEIRIEK .
401 Unauthorized AR NEREZAFPEMZESE,.
403 Forbidden XIRIE R NEANAEHREELE o
404 Not Found RSS2 R BB KAITUE -
405 Method Not Allowed IBRPIEEN T EE I o
406 Not Acceptable ?Ejj 234 PRI N Toi A4 2 P i s
%,
407 Proxy Authentication FAFR®RE S ERRIERSRHTIC
Required IE, XFERA SR,
408 Request Timeout BB 7 RS sSRYERFATIE
409 Conflict BTz, BRILERTTH
500 Internal Server Error BRARTH, REFE.
501 Not Implemented ERAKRTH, RSB AZIFMERAIIN

ab
BEo
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K& | 4w 5EA
502 Bad Gateway BRAKRTH, BRSFEM LIRSS EFWE!
— N TERIAINRY .
503 Service Unavailable BRARTTR, RAGIHNFE,
504 Gateway Timeout I KABAT o

A.2 3REXIRH ID

R API 3RERIRE 1D
IRE IDEILLEIARIAMIRSS Y “ EISER M FAREES” APIREL

SAEVIRE IDRYIEO A “GET https://{Endpoint}/v3/projects” , EA{Endpoint}AIAM
LIRS M, AR FNRIRT RIRE . EORNAELESIES IIAEE

MMAZREIGNT, EAprojects TAY “id” BIAIREBID,
{

"projects": [

"domain_id": "65382450e8f64ac0870cd180d14e684b",
"is_domain": false,
"parent_id": "65382450e8f64ac0870cd180d14e684b",
"name": "XXXXXxxx",
"description™: ""
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects/a4a5d4098fb4474fa22cd05f897d6b99"

L
"id": "a4a5d4098fb4474fa22cd05f897d6b99",
"enabled": true
}
1
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects"
}
}

MZHIEIRENRE ID

HABZEONMZ, SO URLPFEEANNBRS, FTUEERBEIINERS .. IE
FRESIREE RN T :

1. EBEIREBEERFHE
2. BERAFE, & T?.L?U%‘*‘%EE “FRAVEIE”
£ “HAEIE TENIRBSERHPEBREBID,
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